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No Silver Bullet 
Fighting Russian 
Disinformation Requires 
Multiple Actions 
Terry L. Thompson 

 
 

ith the November 2020 elec- 
tions fast approaching, there is 
continuing  concern  about the 

effect of foreign interference affecting the 
voting process or outcomes of the election. 
For good reason. On October 21, 2019, in 
what could be an early indication of such 
interference, Facebook announced that it 
had taken down fifty Facebook and Insta- 
gram accounts that were associated with 
foreign entities. Although many posts were 
designed to build trust with like-minded 
social media participants, some focused di- 
rectly on supporting the reelection of Don- 
ald Trump and disparaging Democratic 
candidates other than Bernie Sanders.1 

While these tactics are almost identical to 
those used in the Russian Internet Research 
Agency (IRA) disinformation campaign in 
2016, the IRA continues to evolve, using 
new methods including recruiting American 
citizens to post its disinformation in social 
media.2 In March 2020, US intelligence of- 
ficials described Russian efforts to aggravate 
racial tensions by promoting white suprem- 
acist groups in private Facebook groups and 
anonymous message boards. These officials 
believe Russia is trying to create chaos in 
advance of the elections, giving President 
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Trump the opportunity to promise stabil- 
ity as the law-and-order candidate. Or, in 
the words of a senior FBI official, “To put it 
simply, in this space, Russia wants to watch 
us tear ourselves apart.”3 

Like the United States, the European 
Union (EU) has experienced Russian disin- 
formation in social media during elections, 
most recently in connection with the 2019 
European Parliament elections and the 2017 
French and German presidential elections.4 

More broadly, the EU and especially Baltic 
countries have felt the impact of Russian 
gaslighting, propaganda, and disinforma- 
tion for decades, throughout the Soviet pe- 
riod and continuing in the post-Soviet era.5 

The United States and EU have re- 
sponded to these attacks on democracy by 
expanding monitoring efforts in social me- 
dia and elsewhere, sharing threat informa- 
tion, and introducing regulatory measures. 
Europe developed an “Action Plan Against 
Disinformation” and a “Code of Practice on 
Disinformation,” the latter a self-regulatory 
measure to encourage Facebook, Google, 
and Twitter to take responsibility for their 
platforms’ content.6 Some countries have 
introduced laws to disable local access to 
disinformation in social media.7 The United 
States has taken a more operational ap- 
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proach, exemplified by US Cyber Com- 
mand’s blocking of IRA operatives in the 
2018 midterm elections.8 Outing Russian 
efforts in these ways has been only partially 
effective, however, and has not stopped their 
disinformation activities. The overall US ef- 
fort to counter Russian influence operations 
has been inadequate. Without effective re- 
sponses in multiple areas, Russia’s efforts 
will not be deterred.9 

 
The Fight against Disinformation 
Many reports have described Russian cyber 
efforts to impact the 2016 election. The In- 
telligence Community Assessment of Janu- 
ary 2017 summarized Russia’s plan as one to 
“undermine public faith in the democratic 
process, denigrate Secretary Clinton, and 
harm her electability and potential presi- 
dency. We further assess that Putin and the 
Russian Government developed a clear pref- 
erence for President-elect Donald Trump.”10 

This report was bolstered by the comprehen- 
sive investigation of Special Counsel Robert 
Mueller and Congressional investigations in 
2017 and 2018. Mueller’s detailed report, 
together with the Department of Justice in- 
dictments it spawned, spelled out the tac- 
tics, techniques, and procedures used by the 
IRA in its attempt to interfere with the 2016 
election.11 

Despite continuing denials about the im- 
pact of Russian disinformation, including 
by President Trump himself, several stud- 
ies assert that it did have an impact on the 
electorate, particularly on late deciders.12 

With a polarized electorate and controver- 
sial incumbent, nothing suggests that 2020 
will be any different, particularly given the 
fact that many Americans still reject the idea 
that Russia interfered in 2016.13 

The US government, despite Trump ad- 
ministration denials, has applied lessons 
learned from 2016 to develop a comprehen- 

sive approach to deal with election interfer- 
ence. The Cyber and Infrastructure Security 
Agency (CISA), established within the De- 
partment of Homeland Security by the Cy- 
bersecurity and Infrastructure Protection 
Act of 2018, launched several initiatives to 
help state and local election officials across 
the country identify and address election 
vulnerabilities. CISA established the Elec- 
tions Interference Information Sharing and 
Analysis Center (EI-ISAC) to share election- 
related threat information nationwide.14 To 
mitigate hacking of electronic voting sys- 
tems, CISA provides “Albert” machines, 
deep-packet inspection technology that 
secures these systems’ network connection 
points. CISA also supports tabletop exer- 
cises with state election officials to rehearse 
election interference response procedures.15 

US Cyber Command (USCYBERCOM) 
has also improved its capabilities to counter 
election interference. Using new authori- 
ties in the 2017 National Security Strategy 
and the 2018 National Cyber Strategy, US- 
CYBERCOM thwarted Russian attempts to 
meddle in the 2018 midterm elections by 
penetrating IRA computers, coming virtu- 

ally face-to-face with operatives who gen- 
erated disinformation in the 2016 election 
cycle.16 The message was clear: any further 
attempts to interfere with US elections will 

be blocked.17 USCYBERCOM has also 
trained National Guard cyber operators to 
support state and local officials’ efforts to 
block election interference.18 

The European response, like that of 
NATO, has focused on the detection and 
publication of Russian interference efforts 
and on legislation to regulate social media 
companies. NATO, led by its Baltic mem- 
bers, established the Cooperative Cyber De- 
fense Center of Excellence (CCDCOE) in 
Tallinn in 2008 and the Strategic Commu- 
nications Center of Excellence (StratCom 
COE) in Riga in 2014. The CCDCOE 
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publishes studies of national cyber strategies, 
cybersecurity concepts, and other relevant 
topics for the cyber defense community. 
It also provides cyber defense training for 
NATO member countries.19 The StratCom 
COE developed a seven-point deterrence 
checklist as part of a detailed study of elec- 
tion interference.20 Creative responses such 
as those of the citizen-organized Baltic Elves 
and Lithuanian Elves have augmented gov- 
ernment and NATO efforts, while the 2018 
Prague Manual has credited Estonia, Latvia, 
and Lithuania as the three EU members 
most successful in responding to Russian 
disinformation.21 

These efforts by the United States, EU, 
and NATO provide an improved deterrent 
against Russian disinformation. But the 
Russian effort to sow discord and mistrust 
is relentless. Inspired by President Vladimir 
Putin’s desire to turn Americans against one 
another and armed with increasingly sophis- 
ticated cyber operators in the Russian mili- 
tary, Russian disinformation has become a 
powerful twenty-first-century information 
weapon that will not be easily defeated.22 

Russian tactics are constantly evolving, and 
rapid advances in artificial intelligence and 
deep-fake videos will make detecting dis- 
information and other active measures in- 
creasingly difficult in 2020 and beyond. 

 
Disinformation Is Part of a 
Larger Problem 
Actions taken by the United States, Europe, 
and NATO have not been fully effective for 
several reasons. First, Russia’s disinforma- 
tion campaign is part of a comprehensive 
set of “active measures” begun in the Soviet 
era. These measures are designed to divide 
the West through exacerbating societal and 
cultural tensions.23 NATO’s StratCom COE 
describes the larger context of election in- 
terference as follows: “Election interference 

aims to influence the outcome of an elec- 
tion, to undermine trust in the election, or 
to use the election to achieve other goals, 
such as undermining democracy, internal 
cohesion, or influencing how a country is 
perceived externally.”24 In the 2016 US elec- 
tion, disinformation in social media was 
just part of an overall active measures cam- 
paign, codenamed Project Lakhta, designed 
to “sow discord in the U.S. political system 
and to undermine faith in our democratic 
institutions.”25 

The US government lost focus on Rus- 
sian active measures when it became enam- 
ored with “cyberwar” in the early 2000s. The 
situation was different in the 1990s, when 
US government agencies, think tanks, and 
academics began to understand the military 
implications of information and communi- 
cations technologies in their focus on “infor- 
mation warfare.” The Defense Science Board 
completed a major study on “Information 
Warfare—Defense” in 1996; the RAND 
Corporation published a related report in 
the same year; and Georgetown professor 
Dorothy Denning published her seminal 
work, Information Warfare and Security, in 
1999.26 However, although these studies 
acknowledged other aspects of information 
warfare, the major focus was the protection 
of Defense Department computer networks 
and the data they carried to support military 
operations.27 Solving a technology problem 
was more attractive than dealing with the 
complexities of information warfare. 

Concepts embedded in the term “in- 
formation warfare,” such as deception and 
perception management, were just too dif- 
ficult for American strategists to handle. 
It was much easier to focus on hardware, 
software, and infrastructure—the physical 
components of cyberwar. Technology solu- 
tions always seemed possible, and industry 
was ready to provide those solutions. Gen- 
eral Mike Hayden, former director of the 
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CIA and NSA, described the debates on this 
topic in 1996, when he commanded the Air 
Intelligence Agency (AIA). He and his staff 
struggled with adopting “information dom- 
inance” or “cyber dominance” to describe 
their evolving mission. AIA concluded that 
information dominance—including decep- 
tion, public diplomacy, perception manage- 
ment, and psychological operations—was 
too risky in terms of the First Amendment 
and other constraints. In Hayden’s colorful 
summary, AIA “stuck with door number 
1: cyber dominance.” The Russians, on the 
other hand, “opted for door number 2: in- 
formation dominance.”28 

The second reason US and European ef- 
forts have failed to stop Russian disinfor- 
mation is because they don’t fully account 
for the evolving nature of Russia’s military 
and security thinking. As the United States 
focused more on cyberwar, Russian strate- 
gists—wary of the internet’s US origins and 
technology—began to focus on content and 
on using social media as a platform for dis- 
information. The turning point occurred 
when street protests erupted in Moscow in 
response to perceived election fraud in the 
2011 Duma elections and Vladimir Pu- 
tin’s announcement that he would run for 
a third presidential term. Protest organiz- 
ers communicated their activities on social 
media, leading Putin to believe the United 
States was behind the demonstrations.29 

Russia applied lessons learned from these 
protests when they used disinformation 
and other active measures in their annexa- 
tion of Crimea in 2014, and these concepts 
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were embedded in Russia’s military doctrine 
in the same year.30 The doctrine defines the 
main characteristics of modern conflict as 
“the coordinated application of military 
force and political, economic, information 
and other non-military measures, achieved 
with the broad utilization of popular opposi- 
tion and special operations forces” (empha- 
sis added).31 Western observers characterize 
Russia’s approach as “hybrid threats” or “hy- 
brid warfare.”32 

Russian disinformation activities take 
place in this broader context of their overall 
active measures capabilities. They have lever- 
aged the low barriers to entry and low costs 
which make social media a useful attack 
surface for shaping public opinion and have 
applied deception to influence emotions. 
People are drawn to social media because it 
appeals to basic emotion and the need for 
social interaction. They share activities, pic- 
tures, articles, recipes, and other culturally 
significant topics with family and friends. As 
P. W. Singer and Emerson Booking describe 
in Like War, these characteristics provide 
psychic income when posts receive a “like” 
or are “shared” with others. Other factors 
like confirmation bias and believability 
strengthen the tendency of people to con- 
gregate online—as in real life—with others 
who think like them. These factors explain 
why false information spreads so quickly.33 

The emotional reactions invoked by social 
media are the main targets of Russian disin- 
formation. Focusing on culture and identity 
exacerbates an already polarized society and 
lays the groundwork for the acceptance of 
fake news.34 

A third reason that US and EU counter- 
measures against disinformation have been 
only partly successful is the reluctance of so- 
cial media companies to identify and block 
or delete deceptive posts. Concerned em- 
ployees at Facebook were “prevented from 
making any changes for fear of violating 
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Facebook’s ‘objectivity,’ as well as alienating 
conservative users and legislators.”35 In an 
apparent about-face, Facebook announced 
in October 2019 measures designed to pre- 
vent foreign interference in the 2020 elec- 
tions.36 These measures will take time, and 
their effectiveness is uncertain. Other social 
media companies are also taking action, but 
not quickly enough, and experts point out 
that dealing with disinformation requires 
a political response as well.37 Meanwhile, 
Russian disinformation in social media con- 
tinues to be a concern. As recently as Febru- 
ary 2020, FBI Director Christopher Wray 
warned the House Judiciary Committee 
about Russia’s ongoing “information war- 
fare” against the United States.38 

 
An Effective Response 
Given that Russian disinformation is part 
of its larger concept of information warfare 
focused on culture and identity, additional 
measures are required to thwart interference 
in US and European elections. There is no 
simple solution. For one thing, the Russians 
and other foreign actors are continually 
improving their disinformation tactics and 
techniques.39 Another complication is what 
one observer of democracy’s response to the 
novel coronavirus pandemic calls “the inevi- 
table chaos of pluralism and transparency.”40 

Bringing about societal change in democra- 
cies is just plain hard. 

Despite these difficulties, the following six 
approaches may bolster the defenses of the 

United States and EU against information 
warfare. 

 
1. Acknowledge the Problem 
Focusing on a national problem requires 
national leadership. The EU has coun- 
tered Russia with measures like the “Code 
of Practice on Disinformation,” while US 
senior leaders refuse to come to grips with 
Russia’s malign activities.41 Although the 
US government has made significant prog- 
ress in documenting Russian disinformation 
and developing reasonable responses, there 
is no publicly available national strategy for 
dealing with social media disinformation or 
with Russia’s culture war against the West.42 

There are, however, some positive develop- 
ments. On Monday, March 2, 2020, the day 
before “Super Tuesday” primary elections, 
the Departments of Justice, State, Defense, 
and Homeland Security issued an unprec- 
edented statement emphasizing the con- 
tinuing threat of foreign efforts to influence 
American elections through false informa- 
tion and propaganda.43 In addition, the US 
Congress, in the National Defense Autho- 
rization Act for Fiscal 2020 (2020 NDAA), 
recognized the need for a “whole of govern- 
ment strategy” to combat Russian “informa- 
tion warfare,” “to detect and counter foreign 
influence operations,” and to counter Rus- 
sian cyber attacks against “electoral systems 
and processes in the United States.”44 And 
in March 2020, the Cyberspace Solarium 
Commission co-chaired by Senator Angus 
King (I-Maine) and Representative Mike 
Gallagher (R-Wisconsin) published an ex- 
tensive report calling for increased national 
leadership attention on cyberspace, includ- 
ing dealing with foreign interference in 
elections.45 

 
2. Increase Monitoring, Analysis, 
and Reporting 
US and European efforts to identify and 
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communicate disinformation in social me- 
dia have been effective and should be ex- 
panded.46 US government reports and inves- 
tigations are now augmented by companies, 
like Graphica, that focus on analyzing social 
media. These companies document and re- 
port culture- and identity-based deception 
in Russia-linked Twitter and Facebook ac- 
counts.47 The government has also increased 
its efforts. In a Cyber Initiatives Group 
briefing on October 28, 2019, hosted by 
Cipher Brief, CISA director Christopher 
Krebs cited an increase in disinformation 
detection activities by the government and 
private sector as significant developments in 
advance of the 2020 election. Relatedly, the 
Air Force launched a new information war- 
fare organization in 2019 to detect foreign 
deception efforts.48 To encourage this trend, 
Congress in the 2020 NDAA addresses the 
need for “ institutionalizing ongoing robust, 
independent, and vigorous analysis of data 
related to foreign threat networks within 
and across social media platforms” in order 
to “counter ongoing information warfare 
operations against the United States, its al- 
lies, and its partners.” The 2020 NDAA also 
offers the Director of National Intelligence 
(DNI) the option of establishing a Social 
Media Data and Threat Analysis Center. 
The DNI’s use of this authority could forge 
a coordinated government/industry effort 
to providing periodic reporting to Congress 
and the public.49 

 
3. Expand Operational Responses 
Technical and operational approaches must 
continue to augment publicizing threat in- 
formation and analysis as part of an over- 
all approach. USCYBERCOM actions to 
block Russian disinformation efforts that 
worked in 2018 will continue and will be 
improved.50 Stopping disinformation before 
it appears in social media is highly effective. 
The October 2019 removal of fake accounts 

from Facebook and Instagram from Rus- 
sia, Iran, and others indicate the increasing 
complexity of this challenge. 

 
4. Employ  Active  Countermeasures 
The most aggressive option would be for the 
United States to engage in active measures to 
counter foreign disinformation. Such “active 
countermeasures” are risky and have histori- 
cally been avoided because of First Amend- 
ment and related legal and ethical issues.51 

However, language in the 2020 NDAA in- 
dicates that such measures are under consid- 
eration. In extraordinary detail, the law re- 
quires the DNI to provide a comprehensive 
review of Russian president Vladimir Putin’s 
“legitimately and illegitimately obtained as- 
sets” inside and outside Russia as well as “the 
methods used by Vladimir Putin or others 
acting at his direction” to acquire and con- 
ceal said wealth.52 The purpose of gathering 
all this information is clear: to prepare for 
possible disinformation or other active mea- 
sures against the Russian president. 

 
5. Regulate Social 
Media Companies 
In addition to its “Action Plan for Disinfor- 
mation” and “Code of Practice” for social 
media companies, the EU is using the new 
General Data Protection Regulation to apply 
pressure on Facebook and Google with fines 
for privacy violations.53 Yet in the US, regu- 
lation is more of a long-term solution, given 
the time required to pass new legislation af- 
fecting one of America’s biggest industries. 
Self-regulation and efforts to identify and 
delete disinformation by social media com- 
panies offer better, more effective solutions, 
and Congress should put more pressure on 
companies to expand current self-regulatory 
activities.54 This would be a welcome change 
considering the historic resistance of these 
companies to deal with the problem because 
of potential impacts on their bottom line. 
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6. Employ More 
Innovative Approaches 
Several creative ideas have also been offered 
to identify disinformation in social media. 
Mike Hayden suggests that part of the an- 
swer lies in collaboration between tech com- 
panies in Silicon Valley and the film indus- 
try in Hollywood. These global technology 
centers could create practical solutions to 
identify and publicize disinformation ef- 
forts that threaten American democracy, 
similar to how crowdsourced sites like Rot- 
ten Tomatoes help shape public judgments 
about movies.55 Former General Stanley 
McChrystal has suggested a nonmilitary 
form of mandatory national service to bring 
together people from various groups to 
bridge social and cultural gaps and blunt 
the effects of polarization in social media.56 

Ben Brostoff, a graduate of Johns Hopkins 
University’s Information Security Institute, 
suggests that an “active measure risk man- 
agement framework”—modeled on NIST’s 
Cyber Security Framework—could catego- 
rize information threat types and recom- 
mend security controls to address them.57 

The Russians have continued their dis- 
information activities in social media even 
after their efforts in the 2016 election were 
exposed. They are not deterred by tradi- 
tional Western responses focused on gov- 
ernment investigations and legal measures. 
Russia’s approach to active measures and 
disinformation is constantly evolving, and 
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more creative thinking is required to con- 
front their aggression in cyberspace. 

 
Looking Forward 
There is no single solution—no silver bul- 
let—that will effectively address the orga- 
nized, well-funded, and efficient Russian 
deception and disinformation operations or 
their broader campaign of active measures 
directed against US and European elec- 
tions. Expanding efforts by governments, 
think tanks, social media companies, and 
the growing social media analysis industry 
will help to detect, publicize, and respond 
to disinformation. The authorities granted 
by the 2020 NDAA will go a long way to- 
ward addressing the problem of information 
warfare directed against the United States. 
But a much harder challenge will be over- 
coming political and cultural polarization 
and Americans’ love of social media. Absent 
a comprehensive national effort involving 
all elements of government and society, the 
United States will continue to struggle with 
foreign interference. The 2020 election will 
demonstrate whether US actions to date are 
enough to thwart Russian disinformation in 
the election process. 
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